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Abstract: Deep neural networks have become an integral part of people's daily lives. However, researchers
observed that these networks were susceptible to threats from adversarial samples, leading to abnormal behaviors
such as misclassification by the network model. The presence of adversarial samples poses a significant threat to the
application of deep neural networks, especially in security-sensitive scenarios like license plate recognition systems.

Presently, most existing defense and detection technologies against adversarial samples show promising results for
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specific types of adversarial attacks. However, they often lack generality in addressing all types of adversarial

attacks. In response to adversarial sample attacks on real-world license plate recognition systems, an unsupervised

adversarial sample detection system named FIAD was proposed, which was based on analyzing the inherent

variations in neural networks trained on clean samples and the dimensional complexity between clean samples.

FIAD utilized neural network invariants and local intrinsic dimensionality invariants for effective sample detection.

The detection system was deployed into widely used open-source license plate recognition systems, HyperLPR and

EasyPR, and extensive experiments were conducted using the real dataset CCPD. The results from experiments

involving 11 different types of attacks indicate that, compared to 4 other advanced detection methods, FIAD can

effectively detect all these attacks at a lower false positive rate, with an accuracy consistently reaching 99%.

Therefore, FIAD exhibits good generality against various types of adversarial attacks.

Keywords: deep neural network, adversarial sample detection, license plate recognition, feature invariants
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Figure 1 Adversarial samples of different attacks on the CCPD
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Figure 6 Invariant model output examples for adversarial and
clean samples
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Table 1 Comparison of the effectiveness of
different detection methods
LRI WARFS bl it (FLEES Rl Rl HiRTIES
FIAD 7.69% 99.98%
NIC 10.11% 99.93%
LID 17.75% 90.08%
HyperLPR
NSS 11.25% 96.12%
FS(BD) 12.89% 92.07%
FSC(ANR) 10.75% 93.55%
FIAD 8.86% 99.74%
NIC 11.15% 99.14%
LID 18.85% 89.74%
EasyPR
NSS 11.66% 94.79%
FS(BD) 14.61% 89.09%
FSCANR) 12.23% 90.64%

BEAL, ASOR FIAD 5 [A] 5 b 22 ) 26 AN
AR AR M NIC #EAT T AR b, Wk 2 pr
7, FA R HER R 9 7 SRR R A K
ARMILEH] . AHEINIC, FIAD 7£ A48 & A5 1Y A1 43
AR YRt A] b B R R . X RN NIC R T

M FIAD B NIC M LID " NSS M FS(BD) M FS(ANR)

100% 0¢ ¢ 39¢ 0¢ 39¢ ™ 29¢ b 29¢ 22 9¢ )OQ( 9¢ 29¢ ¢
s 95% * ¢ o x)@( * *
B b * *
§ 90% * * X * %
= 85%
ﬁ 0
T 80%
B *

75% * M

70% “

FGSM BIM CW0 Ccw2 CWo  DeepFool  Dirt Light RP NSGA-  SEA
(a) HyperLPRJ5 7%

M FIAD M NIC M LID /" NSS M FS(BD) M FS(ANR)

100% % ¢ X, - ¢
*?éf 95%  wX x;(‘ 2 o <
= oo% * - x
£ 8%
= 80%

75%

70%

FGSM  BIM  CW0  CW2  CWw

3% ¢ ¢ e ¢ *%
% * %
3¢ »*
* ¢
o
*
* *
*
*
*
%
b
DeepFool Dirt Light RP NSGA-II SEA

(b) EasyPR 7%

8 AN T i P A A 5 0f L

Figure 8 Comparison of average detection accuracy of different detection methods
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Table 2 Comparison between FIAD and NIC based on network invariants
NN N ~F-JIn [h] RSN RTES
KolsvE R — - — N, - — ——
rEENGs NG AZRELIN IR [FIEES R R AR
NIC Hyperl PR 44.32 50.25 0.61 10.11% 99.93% 94.91%
FIAD P 2.34 35.80 0.59 7.69% 99.98% 96.15%
NIC FasvPR 26.98 14.71 0.46 11.15% 99.14% 94.00%
FIAD Y 1.87 10.68 0.44 8.86% 99.74% 95.44%
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Figure 9  Adversarial samples generated by adaptive white-box attacks
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Table 3 Detection accuracy of FIAD on CCTSDB
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